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Chapter 2. Installing a Rocks Cluster

2.6. Enabling Public Web Access to Your Frontend
To permenantly enable selected web access to the cluster from other machines on the public network, follow the
steps below. Apache’s access control directives will provide protection for the most sensitive parts of the cluster web
site, however some effort will be necessary to make effective use of them.

HTTP (web access protocol) is a clear-text channel into your cluster. Although the Apache webserver is
mature and well tested, security holes in the PHP engine have been found and exploited. Opening web access
to the outside world by following the instructions below will make your cluster more prone to malicious attacks
and breakins.

1. Edit the /etc/sysconfig/iptables file. Uncomment the lines as indicated in the file.

...
# Uncomment the lines below to activate web access to the cluster.
#-A INPUT -m state --state NEW -p tcp --dport https -j ACCEPT
#-A INPUT -m state --state NEW -p tcp --dport www -j ACCEPT
... other firewall directives ...

2. Restart the iptables service. You must execute this command as the root user.

$ service iptables restart

3. Test your changes by pointing a web browser to http://my.cluster.org/, where "my.cluster.org" is the
DNS name of your frontend machine.

If you cannot connect to this address, the problem is most likely in your network connectivity between your
web browser and the cluster. Check that you can ping the frontend machine from the machine running the
web browser, that you can ssh into it, etc.

Notes
1. http://www.oreilly.com
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Chapter 3. Customizing your Rocks
Installation

3.1. Adding Packages to Compute Nodes
Put the package you want to add in:

/home/install/contrib/5.0/arch/RPMS

Where arch is your architecture ("i386" or "x86_64").

Create a new XML configuration file that will extend the current compute.xml configuration file:

# cd /home/install/site-profiles/5.0/nodes
# cp skeleton.xml extend-compute.xml

Inside extend-compute.xml, add the package name by changing the section from:

<package> <!-- insert your package name here --> </package>

to:

<package> your package </package>

It is important that you enter the base name of the package in extend-compute.xml and not the full name.

For example, if the package you are adding is named XFree86-100dpi-fonts-4.2.0-6.47.i386.rpm, input
XFree86-100dpi-fonts as the package name in extend-compute.xml.

<package>XFree86-100dpi-fonts</package>

If you have multiple packages you’d like to add, you’ll need a separate <package> tag for each. For example, to add
both the 100 and 75 dpi fonts, the the following lines should be in extend-compute.xml:

<package>XFree86-100dpi-fonts</package>
<package>XFree86-75dpi-fonts</package>

Also, make sure that you remove any package lines which do not have a package in them. For example, the file
should NOT contain any lines such as:

<package> <!-- insert your package name here --> </package>
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Chapter 3. Customizing your Rocks Installation

Now build a new Rocks distribution. This will bind the new package into a RedHat compatible distribution in the
directory /home/install/rocks-dist/....

# cd /home/install
# rocks-dist dist

Now, reinstall your compute nodes.

3.1.1. Adding Specific Architecture Packages to Compute Nodes
Often on x86_64-based clusters, one wants to add the x86_64 and i386 version of a package to compute nodes. To do
this, in your extend-compute.xml file, supply the section:

<package>pkg.x86_64</package>
<package>pkg.i386</package>

Where pkg is the basename of the package.

Now build a new Rocks distribution.

# cd /home/install
# rocks-dist dist

Now, reinstall your compute nodes.

3.2. Customizing Configuration of Compute Nodes
Create a new XML configuration file that will extend the current compute.xml configuration file:

# cd /home/install/site-profiles/5.0/nodes/
# cp skeleton.xml extend-compute.xml

Inside extend-compute.xml, add your configuration scripts that will be run in the post configuration step of the
Red Hat installer.

Put your bash scripts in between the tags <post> and </post>:

<post>
< !-- insert your scripts here -->
</post>

To apply your customized configuration scripts to compute nodes, rebuild the distribution:

# cd /home/install
# rocks-dist dist

Then, reinstall your compute nodes.
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Chapter 3. Customizing your Rocks Installation

3.3. Adding Applications to Compute Nodes
If you have code you’d like to share among the compute nodes, but your code isn’t in an RPM (or in a roll), then this
procedure describes how you can share it with NFS.

On the frontend, go to the directory /share/apps.

# cd /share/apps

Then add the files you’d like to share within this directory.

All files will also be available on the compute nodes under: /share/apps. For example:

# cd /share/apps
# touch myapp
# ssh compute-0-0
# cd /share/apps
# ls
myapp

3.4. Configuring Additional Ethernet Interfaces
For compute nodes, Rocks uses the first ethernet interface (eth0) for management (e.g., reinstallation), monitoring
(e.g., Ganglia) and message passing (e.g., MPICH over ethernet). Often, compute nodes have more than one ethernet
interface. This procedure describes how to configure them.

Additional ethernet interfaces are configured from the frontend via the Rocks command line. It modifies entries in
the networks table on the frontend to add information about an extra interface on a node.

Once you have the information in the networks table, every time you reinstall, the additional NIC will be configured.

Suppose you have a compute node with one configured network (eth0) and one unconfigured network (eth1):

# rocks list host interface compute-1-1
SUBNET IFACE MAC IP NETMASK GATEWAY MODULE NAME
private eth0 00:0e:0c:5d:7e:5e 10.255.255.251 255.0.0.0 ------- e1000 compute-1-1
------- eth1 00:30:1b:b2:ea:61 -------------- --------- ------- tg3 -----------

We’ll configure eth1 with the following network info and associate eth1 with the public subnet:

• IP address = 192.168.1.1

• Gateway = 192.168.1.254

• Name = fast-1-1

# rocks set host interface ip compute-1-1 eth1 192.168.1.1
# rocks set host interface gateway compute-1-1 eth1 192.168.1.254
# rocks set host interface name compute-1-1 eth1 fast-1-1
# rocks set host interface subnet compute-1-1 eth1 public

The interface eth1 is now configured:

# rocks list host interface compute-1-1
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Chapter 3. Customizing your Rocks Installation

SUBNET IFACE MAC IP NETMASK GATEWAY MODULE NAME
private eth0 00:0e:0c:5d:7e:5e 10.255.255.251 255.0.0.0 ------------- e1000 compute-1-1
public eth1 00:30:1b:b2:ea:61 192.168.1.1 255.255.255.0 192.168.1.254 tg3 fast-1-1

After specifying new network settings to a node, you will need to reinstall the node in order for the changes to take
effect.

3.5. Compute Node Disk Partitioning

3.5.1. Default Disk Partitioning
The default root partition is 8 GB, the default swap partition is 1 GB, and the default /var partition is 4 GB. The
remainder of the root disk is setup as the partition /state/partition1.

Only the root disk (the first discovered disk) is partitioned by default. To partition all disks connected to a compute
node, see the section Forcing the Default Partitioning Scheme for All Disks on a Compute Node.

Table 3-1. Compute Node -- Default Root Disk Partition

Partition Name Size
/ 8 GB

swap 1 GB

/var 4 GB

/state/partition1 remainder of root disk

After the initial installation, all data in the file systems labeled /state/partitionX will be preserved over
reinstallations.

3.5.2. Customizing Compute Node Disk Partitions
In Rocks, to supply custom partitioning to a node, one must write code in a <pre> section and the code must create a
file named /tmp/user_partition_info. Red Hat kickstart partitioning directives should be placed inside
/tmp/user_partition_info. This allows users to fully program their cluster nodes’ partitions. In the examples
below, we’ll explore what this means.

3.5.2.1. Single Disk Example

Create a new XML node file that will replace the current partition.xml XML node file:
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# cd /home/install/site-profiles/5.0/nodes/
# cp skeleton.xml replace-partition.xml

Inside replace-partition.xml, add the following section right after the <main> </main> section:

<main>
<!-- kickstart ’main’ commands go here -->
</main>

<pre>
echo "clearpart --all --initlabel --drives=hda
part / --size 8000 --ondisk hda
part swap --size 1000 --ondisk hda
part /mydata --size 1 --grow --ondisk hda" > /tmp/user_partition_info
</pre>

The above example uses a bash script to populate /tmp/user_partition_info. This will set up an 8 GB root
partition, a 1 GB swap partition, and the remainder of the drive will be set up as /mydata. Additional drives on your
compute nodes can be setup in a similar manner by changing the --ondisk parameter.

In the above example, the syntax of the data in /tmp/user_partition_info follows directly from Red Hat’s
kickstart. For more information on the part keyword, see Red Hat Enterprise Linux 5 Installation Guide : Kickstart
Options1.

User-specified partition mountpoint names (e.g., /mydata) cannot be longer than 15 characters.

Then apply this configuration to the distribution by executing:

# cd /home/install
# rocks-dist dist

To reformat compute node compute-0-0 to your specification above, you’ll need to first remove the partition info
for compute-0-0 from the database:

# rocks remove host partition compute-0-0

Then you’ll need to remove the file .rocks-release from the first partition of each disk on the compute node.
Here’s an example script:

for i in ‘df | awk ’{print $6}’‘
do
if [ -f $i/.rocks-release ]
then
rm -f $i/.rocks-release
fi
done

Save the above script as /home/install/sbin/nukeit.sh and then execute:

# ssh compute-0-0 ’sh /home/install/sbin/nukeit.sh’
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